NMPOCTDIE MPABUJIA
BE3OINACHOCTU, KOTOPDIE
CMOIYT YBEPEYDb OT
KUBEPMOLUEHHUKOB X -

PUHAHCOBbIE MOLUEHHUKW
[MPOABJIAIOT OCOBYIO AKTUBHOCTD.

$ OHU NOCTOAHHO
& [MPUOYMbBIBAIOT
N 6 HOBbIE CXEMbl OBMAHA.

[TO3TOMY HYXXHO
NPoSABASATbL OCO6YIO
64ANTENbHOCTD

n cob6aoapaThb
cnepyrwouwue
npaBuia 6e30MacHOCTM:

Ncnonb3ymnte pyHKLUUM 6€30MaCHOCTU Ballero KomMrnbloTepa u
MOOGWUJIbHbIX YCTPONUCTB: aHTUBUPYCHYIO 3aLLUTY, CJIOXXHble COCTaBHbIE
Naposin, He XpPaHUTE Ha KOMMblOTEpEe WIN MOBUJIbLHOM YCTPOMUCTBE JINYHbIE
AaHHble B OTKPbITOM BUAE;

He ny6nmnkymnte nepcoHanbHble AaHHble B UHTEePHETe: Ha dopymax, B
COUMaNbHbIX CETAXUT. A,.;

He poBepsunTe 3BOHKaM OT HE3HAKOML,EB, KOTOpPbIe NpencTaBafAoOTCS
COTpyAHUKaMN PUHAHCOBbLIX OpraHn3aunu, He pacKpbiBauTe UM CBOWU
nepcoHasibHble AaHHble, ocob6eHHO PIN-kon, CVV/CVC-kopa (Tpex3HayHbIN
HOMep Ha 060poTe KapThbl);

He oTKpbiBanTe 3/1eKTPOHHbIE MUCbMa, NOJIy4YeHHble U3 HEN3BECTHbIX U
NoAO03pUTENDbHbIX aapecoB, He NepexoanTe No CCbiJIKaM, NMPUCNAHHbIM U3
COMHUTEJIbHbIX UICTOYHUKOB MO /IEKTPOHHOU NOYTE, B COLMANIbHbIX CETAX
nnan nocpenctsom SMS;

Ecnun Bbl YacTO coBepluaeTe OHNAUH-MOKYMNKU, TO Ny4lle 3aBeauTe
OTOENIbHYIO KapTy AN MHTEPHET-NMOKYMNOK (K npumepy, BUPTYa/lbHYIO
KapTy);

[lepep coBeplieHMEM OHNIANH-MOKYNKU y6eanTechb, YTO CauT, Ha
KOTOPOM Bbl HAXOAUTECD, AENCTBUTENIbHO NMPUHAANEXNUT UHTEPHET-
MarasuHy, U ero agpec HaumHaetcs c https://, a He c http://;

Mogknounte SMS- unu PUSH-yBeaomMneHuss K CBOUM MnjiaTeXHbIM
KapTam;

Hukoraa He oTkno4vauTe pyHkuumio 3D-Secure;

He xpaHute PIN-Koabl BMeCcTe C KapToyKamMu, U, KOHEYHO Xe, He
pa3srnawante nx HUKomy. He nepepaBante CBoOM 6aHKOBCKUE KapThbl
TpeTbUM Nuuam (paxke poacTBeHHUKaM), B TOM Yucne And nposeneHus
njaaTtexxeu B Kade n pectopaHax;

He nonb3yntecb OTKpbITbIMU TOYKaMU Aaoctyna wi-fi ona Bxona B
6aHKOBCKMNE aKKayHTbI;

B cny4yae yTepu KapThbl, Cpa3sy e 6/IOKNpynTe ee n npuoCcTaHaBIMBanTe
BCe onepaunu, NO3BOHMB Ha ropsAaYyo IMHUIO 6aHKa, TaKXe XXeNnaTesibHO
NOCeTUTb oTAe/IeHUue 6aHKa B KpoTHanLlume CPOKU C LeNnblo 6JIOKUPOBKU
CYEeTOB.

CPOYHO OBPALLUANTECH B CBOWU BAHK, ECJIN:

3aMeTUNIN HEO6bIYHYIO aKTUBHOCTb Ha CBOUX CYeTaXx;
He MOXeTe MOJIY4YMTb YAANIEHHbIN AOCTYN K CBOMM CYeTaM;

Bally KapTy He NMPUHNMAIOT K 06CNY)XXUBaHMUIO.
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